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Approved by Governors: 

Review date: Autumn 2024
Schools Online Safety Audit – September 2023
	The school has an Online Safety Policy that complies with Cheshire Children's Services and / or Becta  guidance. 
	Y

	Date of latest update: September 2023

	The Policy was agreed by governors on: 

	The Policy is available for staff at  www.lache.cheshire.sch.uk

	And for parents at www.lache.cheshire.sch.uk

	The Designated Child Protection Coordinator is Kate Seager

	The Online Safety Coordinator is    Ashley Turner                                                

	The Governor responsible for online filtering and monitoring is  Diane Clark

	How is Online Safety training provided?          Staff Meetinggs, online training including cyber safety in Autumn 1 for all staff. Children made aware through planned half termly sessions throughout the year as well as through assemblies and enrichment days. Parents provided with Online safety information via Weduc, Facebook and Twitter weekly and also as and when required through safeguarding newsletter. PCSO to deliver training for staff and pupils.

	Is the Think U Know training being considered?  
	Y

	All staff sign an Acceptable ICT Use Agreement and any subsequent revisions.  
	Y

	Parents sign and return an agreement that their child will comply with the school Acceptable ICT Use statement on entry to the school and any subsequent revisions.  
	Y

	Rules for Responsible Use have been set for students and are regularly updated. 
	Y

	These Rules are displayed in all rooms with computers.
	Y

	Internet access is provided by an approved educational Internet Service Provider and complies with DCFS requirements for safe and secure access.  
	Y

	The school filtering policy has been approved by SLT and governors. 
	Y

	School personal data is collected, stored and used according to the principles of the Data Protection Act.  
	Y

	Staff have received training in the use of filtering / auditing software and are aware of the processes involved in disclosure.  
	Staff will be completing this academic year (2023-24)


The member of school responsible for Online Safety is – Ashley Turner. 

Our online safety policy has been written by the school, drawing on current Government guidance. It has been agreed by the Senior Leadership Team and the Governors. The online safety Policy and its implementation will be reviewed annually. 

This online safety Policy was revised by: Miss Ashley Turner 
It was approved by the Governors on: Autumn 2023 
The next review date is: Autumn 2024
All members of the school community should agree to and sign an Acceptable Use policy that is appropriate to their age and role. 

Appendix 1: Acceptable Use Policy for staff 

Appendix 2: Acceptable Use Policy for KS1 and KS2 children. (This will form part of the first lesson of computing for each class).

Appendix 3: Acceptable Use Policy sent home to parents/carers 

Appendix 4: Facebook Policy 

Online Safety

We live in a digital age; the internet and new technologies are changing the way we work, the way we live and the way in which we educate children and young people.  They offer huge beneﬁts both inside and outside of school but we must also be aware of some of the potential risks associated with their use. We therefore work hard to ensure that we work to minimise the risk to both our students and staff.
· Online Safety is a safeguarding issue as well as a computing issue. 
· Online Safety is about ensuring safe and responsible use by the entire school community; all children and all staff. 
· Online Safety is protecting children and young people whilst they are in our care and educating them for when they are not. 
· Online Safety is be an integral part of all ICT use. 
Introduction: 
ICT is an essential resource to support learning as it plays an important role in the everyday lives of children, young people and adults. Consequently, Lache Primary School needs to build in the use of these technologies in order to provide our children with the skills to access life-long learning and employment while maintaining their own safety online. It is also important to recognise the constant evolution of ICT within our society as a whole. Currently the internet technologies children and young people are using both inside and outside of the classroom can include: 

· Websites

· Virtual Learning Platforms 

· Email and instant messaging 

· Social Networking 

· Blogs 

· Podcasts

· Video Broadcasting 

· Music Streaming or Downloading 

· Gaming 

· Mobile/smart phones 

· Other mobile devices with web functionality 

Whilst beneficial and exciting both in and out of the classroom, much ICT, particularly web-based are not constantly policed. All users need to be aware of the range of risks associated with the use of these internet technologies. 

We understand the responsibility to educate our pupils on online safety issues; teaching them the appropriate behaviours and critical thinking skills to enable them to remain both safe and legal when using the internet and related technologies, in and beyond the classroom. 

Benefits of using the Internet in education include:

· access to world-wide educational resources including museums and art galleries;

· educational and cultural exchanges between pupils world-wide;

· vocational, social and leisure use in libraries, clubs and at home;

· access to experts in many fields for pupils and staff; 

· staff professional development through access to national developments, educational materials and effective curriculum practice; 

· communication and collaboration with support services, professional associations and colleagues;

· improved access to technical support including remote management of networks and automatic system updates;

· Exchange of curriculum and administration data with the LA and DCSF;

· Access to learning wherever and whenever convenient.
· The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 
· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 
· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.
· Pupils will be shown how to publish and present information to a wider audience.
Filtering and monitoring Online Activity:

The Head Teacher/designated safeguarding lead will be responsible for filtering and monitoring and work alongside the governing body, SLT and IT technician -  Schools broadband users Netsweeper and Fortigate. 

 Governors, HT, DSL and SLT will review the provision annually.  
 
All staff will ensure that all pupils are supervised when using online materials during lesson time – web searches are monitored to ensure filtering is working appropriately. 
The filtering and monitoring systems the school implements are appropriate to pupils’ ages, the number of pupils using the network, how often pupils access the network, and the proportionality of costs compared to the risks.  
 
The HT works with the IT technician to ensure that ‘over blocking’ does not lead to unreasonable restrictions as to what pupils can be taught with regards to online teaching and safeguarding.  
 
Requests regarding making changes to the filtering system are directed to the head teacher. This will then be discussed with the Governing body and SLT. Prior to making any changes to the filtering system, ICT technicians and the HT/DSL conduct a risk assessment. Any changes made to the system are recorded by ICT technician.  
 
Reports of inappropriate websites or materials are made to the HT/DSL and  IT technician immediately, who investigates the matter and makes any necessary changes.  
 
Deliberate breaches of the filtering system are reported to the HT/DSL and IT technicians, who will escalate the matter appropriately.  
 
If a pupil has deliberately breached the filtering system, how they have done it will be established and safeguards put into place to ensure that this cannot happen again. They will be disciplined in line with the Behavioural Policy and parents will be informed. The HT/DSL will determine if further action should be taken, involving outside agencies. 
 
If a member of staff has deliberately breached the filtering system, how they have done it will be established and safeguards put into place to ensure that this cannot happen again. they will be disciplined in line with the Disciplinary Policy and Procedure.  
If material that is believed to be illegal is accessed, inadvertently or deliberately, this material will be reported to the appropriate agency immediately, e.g. the Internet Watch Foundation (IWF), CEOP and/or the police.  
 
The school’s network and school-owned devices are appropriately monitored.  
1.  
All users of the network and school-owned devices are informed about how and why they are monitored.  
          The HT/DSL  will receive updates via the incident management platform (Schools 
          broadband, informing of any breaches or inappropriate searches. 
          The Google platform browser uses Safe seach to allow access to the WWW. 
 
         The IT technician will test pupil and all user accounts that access the network 
         fortnightly – websites check/gambling/social media and words/searches of an 
         inappropriate nature. These checks will be recorded. 
 
         There will also be a back up check using the SWGL monitoring tool. These checks will 
         be recorded. 
 
        Educating Parents and pupils in online safety: 
 
· All staff will undertake an annual online safety and cyber safety training as part of their ongoing CPD 
· All pupils will be educated in online safety at the beginning of each new unit of work (half termly) appropriate to their age. The local PCSO will be invited in annually to hold assemblies for KS2 children. Where possible they will also be invited to run and workshop for parents. 
· The HT/DSL and Computing lead will train staff in any updates or new risks to inline safety throughout the year. 
· Computing lead will post “Wake up Wednesday’ guides weekly to parents, advising them of how to keep your children safe online. 
The Prevent Duty: 

The Prevent Duty is the duty in the Counter-Terrorism and Security Act 2015 on specified authorities (schools) in the exercise of their functions to have due regard to the need to prevent people from being drawn into terrorism. 

The general risks affecting children and young people may vary from area to area, and according to their age. Schools and childcare providers are in an important position to identify risks within a local context. 

Schools and childcare providers should be aware of the increased risk of online radicalisation, as organisations seek to radicalise young people through the use of social media and the internet. 

The statutory guidance makes clear the need for schools to ensure that children are safe from terrorist and extremist material when accessing the internet in schools. Schools should ensure that suitable filtering is in place. 

More generally, schools have an important role to play in equipping children and young people to stay safe online, both in and outside school. Internet safety will usually be integral to a school’s Computing curriculum and can also be embedded in PSHE and SRE. General advice and resources for schools on internet safety are available on the UK Safer Internet Centre website. As with other online risks of harm, all staff need to be aware of the risks posed by the online activity of extremist and terrorist groups. 
The Prevent Duty means that all staff have a duty to be vigilant and where necessary report concerns over use of the internet that includes, for example, the following: 
( Internet searches for terms related to extremism 
( Visits to extremist websites 
( Use of social media to read or post extremist material
 ( Grooming of individuals 
The Prevent Duty requires a school’s monitoring and filtering systems to be fit for purpose.    

Roles and Responsibilities:
As online safety is an important aspect of strategic leadership within the school, the Head and Governors have ultimate responsibility to ensure that the policy and practices are embedded and monitored.
The member of staff who is responsible for online safety in our school is Ashley Turner. All members of the school community have been made aware of who holds this post. It is their responsibility to keep abreast of current issues and guidance through organisations such as CWAC LA, CEOP (Child Exploitation and Online Protection), National Online Safety and Childnet. 

The Senior Leadership team, Designated Safeguarding Leads and Governors are updated by the Head or the member of staff responsible for online safety and all Governors have an understanding of the issues and strategies at our school in relation to local and national guidelines and advice. Reports and updates of this nature will be presented at Governors meetings half termly.
This policy, supported by the school’s acceptable use agreements for staff, governors, visitors and pupils (appendices), is to protect the interests and safety of the whole school community. It is linked to the following mandatory school policies: child protection,  staff ICT and electronic devices policy, health and safety, home–school agreements, and behaviour (including the anti-bullying) policy and PHSE. 
Online Safety skills development for staff:

 ( Our staff receive regular information and training on online safety issues in the form of annual staff training and regular updates throughout the year.
( New staff receive information on the school’s acceptable use policy as part of their induction. 
( All staff have been made aware of individual responsibilities relating to the safeguarding of children within the context of online safety and know what to do in the event of misuse of technology by any member of the school community
 ( All staff are encouraged to incorporate online safety activities and awareness into their curriculum areas. At the beginning of each half termly computing unit of work each teacher will deliver a session based on online safety. All of these activities are evidenced through planning, including assembly plans. 
Managing the school Online Safety messages:
 ( We endeavour to embed online safety messages across the curriculum whenever the internet and/or related technologies are used.
 ( Online safety posters will be prominently displayed around the classroom and school.
 ( Online safety messages are sent weekly to parents via ‘Weduc’, Twitter, safeguarding newsletters and Facebook. 

Online safety in the Curriculum:
 ( Educating pupils on the dangers of technologies that maybe encountered outside school is done informally when opportunities arise and as part of the online safety curriculum. 
( Safer Internet Day is a focus each year in line with the UK Safer Internet Centre.

 ( Pupils are taught about copyright and respecting other people’s information, images, etc through discussion, modelling and activities.
 ( Pupils are aware of the impact of online bullying and know how to seek help if they are affected by these issues. Pupils are also aware of where to seek advice or help if they experience problems when using the internet and related technologies; i.e. parent/ carer, teacher/ trusted staff member, or an organisation such as Childline/CEOP report abuse button. 
( Trips and visitors are planned for throughout the year to provide further opportunities for educating our young people about staying safe online and offline, such as police talks on internet safety, Crucial Crew, Safety Central 
( Online safety messages are also delivered through assemblies and enrichment days e.g. safer internet day. 

( Teach Computing is a learning platform which is used across the school to deliver our computing curriculum and online safety. Staying safe online is promoted within every unit of work and in addition we teach an online safety lesson at the beginning of each half term using resources such as ‘Think U know’ and CEOP. 

( At the start of each school year, pupils agree to the ‘Acceptable Use Policy’.
( From EYFS to KS2, we progress from this basic whole school message to look at online safety in more detail in Key Stage 2, in terms of appropriate ‘Content, Contact and Conduct’. As well as ensuring pupils are aware of their ‘Digital Footprint’ and its impact and the ‘Opportunity Cost’ of internet use and potential effect on wellbeing. 
Passwords and Security: 

( Passwords should be changed regularly. 
( Passwords must not be shared.
 ( Staff must always ‘lock’ the PC if they are going to leave it unattended 
( All users should be aware that the ICT system is filtered and monitored. 
( All users read and sign an Acceptable Use Agreement to demonstrate that they have understood the school’s online safety Policy.
 ( Pupils are not allowed to deliberately access on-line materials or files on the school network, of their peers, teachers or others. 
( Staff are aware of their individual responsibilities to protect the security and confidentiality of school networks, SIMS system.
Data Security: 

The accessing of school data is something that the school takes very seriously. Staff are aware of their responsibility when accessing school data. They must not;
 ( Allow others to view the data 
( Edit the data unless specifically requested to do so by the Head teacher.
Managing the Internet: 

The internet is an open communication medium, available to all, at all times. Anyone can view information, send messages, discuss ideas and publish material which makes it both an invaluable resource for education, business and social interaction, as well as a potential risk to young and vulnerable people. 
( Pupils will have supervised access to Internet resources through the school’s fixed and mobile internet technology. 
( Staff will preview any recommended sites before use.
 ( Raw image searches are only carried out by pupils under supervision.
 ( If Internet research is set for homework, specific sites will be suggested that have previously been checked by the teacher. It is advised that parents recheck these sites and supervise this work. Parents will be advised to supervise any further research.
 ( All users must observe software copyright at all times. It is illegal to copy or distribute school software or illegal software from other sources.
 ( All users must observe copyright of materials from electronic resources. 
( You tube will be accessed by teachers only within a classroom situation. 
( Teachers must search for and identify the appropriate clip before the children are asked to watch. 
(Zoom to be used only as a whole class activity lead by a member of staff
Information system security:
 ( School ICT systems capacity and security will be reviewed regularly. (See filtering and monitoring section)
( Virus protection will be updated regularly.
 ( Security strategies will be discussed with LEA ICT Services
INFRASTRUCTURE:
 System managed by LA remotely and onsite, also ICT-Co has access for blocking and unblocking with Head Teachers authorisation ICT-Co can access and block site or sites at the time or LA/SBB can block instantly via Remote Access
 ( Staff and pupils are aware that school based email and internet activity can be monitored and explored further if required. 
( The school does not allow pupils access to internet logs. 
( If staff or pupils discover an unsuitable site, the screen must be switched off/ closed and the incident reported immediately to the head teacher or the staff member responsible for online safety.
 ( It is the responsibility of the school, by delegation to LA ICT, to ensure that Anti-virus protection is installed and kept up-to-date on all school machines. 
( Pupils and staff are not permitted to download programs or files on school based technologies without seeking prior permission from the computing lead and ICT support
Managing other technologies (social media/blogs/Youtube etc):
Social networking sites, if used responsibly both outside and within an educational context can provide easy to use, creative and free facilities. However it is important to recognise that there are issues regarding the appropriateness of some content, contact, culture and commercialism. To this end, we encourage our pupils to think carefully about the way that information can be added and removed by all users, including themselves, from these sites.
 ( At present, the school endeavours to deny access to social networking sites to pupils within school and this will be checked fortnightly. 
· It is also noted that the age of the children would suggest that they are too young to sign up to social networking sites but may have access to them. All advice and teaching around this subject is given in the context of “Being safe online”. 
 ( All pupils should be advised to be cautious about the information given by others on sites, for example users not being who they say they are. 
( Pupils should be taught to avoid placing images of themselves (or details within images that could give background details) on such sites and to consider the appropriateness of any images they post due to the difficulty of removing an image once online. 
( Pupils should be reminded to avoid giving out personal details on such sites which may identify them or where they are (full name, address, mobile/ home phone numbers, school details, IM/ email address, specific hobbies/ interests). 
( Pupils should be advised to set and maintain profiles on such sites to maximum privacy and deny access to unknown individuals. 
( Pupils should be encouraged to be wary about publishing specific and detailed private thoughts online. 
(Pupils should be asked to report any incidents of bullying to the school. 
Mobile technologies:
Many emerging technologies offer new opportunities for teaching and learning including a move towards personalised learning and 1:1 device ownership for children and young people. Many existing mobile technologies such as gaming devices and Smart phones are familiar to children outside of school too. They often provide a collaborative, well-known device with possible internet access and thus open up risk and misuse associated with communication and internet use. Our school chooses to manage the use of these devices in the following ways so that users exploit them appropriately:
Personal Mobile devices (including phones) – ‘Please see the staff ICT and electronic devices policy’: 

( The school allows staff to bring in personal mobile phones and devices for their own use. Only under exceptional circumstances does the school allow a member of staff to contact a pupil or parent/ carer using their personal device. For example, when a trip is outside of normal school hours/residential visit.
 ( Pupils are not allowed to bring personal mobile devices/phones to school unless with the prior approval of the school. Those who do must hand them in to their teacher to be placed in a safe place. Pupil’s phones must be switched off for the duration of the time they are in school. 
( The school is not responsible for the loss, damage or theft of any personal mobile device.
 ( The sending of inappropriate text messages or emails between any member of the school community is not allowed.
 ( Permission must be sought before any image or sound recordings are made on these devices of any member of the school community. 
( Users bringing personal devices into school must ensure there is no inappropriate or illegal content on the device.
· Staff are not permitted to connect to the school WIFI using a personal device
 ( Staff should not contact pupils outside normal school hours.
Use of Mobile Phones for Volunteers and Visitors:
 ( When entering the building, there is a sign which states that mobile phones should be switched off.
 ( If they wish to make or take an emergency call they may use the front office. Neither are volunteers or visitors permitted to take photographs or recordings of the children without the Head teacher’s permission.
 ( We believe that photographs validate children’s experiences and achievements and are a valuable way of recording milestones in a child’s life. Parental permission for the different ways in which we use photographs is gained as part of the initial registration at this school. We take a mixture of photos that reflect the school environment; sometimes this will be when children are engrossed in an activity either on their own or with their peers. In order to safeguard children and adults and to maintain privacy, cameras are not to be taken into the toilets by adults or children. All adults whether teachers/practitioners or volunteers at the school understand the difference between appropriate and inappropriate sharing of images.
 ( All images are kept securely in compliance with the Data Protection Act. 
( If a member of staff suspects that a mobile phone has been misused within the school then it should be confiscated but staff should not ‘search’ the phone. The incident should be passed directly to SLT who will deal the matter in line with normal school procedures.
Managing email: 

The use of email within most schools is an essential means of communication for staff. In the context of school, email should not be considered private. We recognise that pupils need to understand how to style an email in relation to their age and good ‘netiquette’.
 ( Staff have a school email account which should be used for school related emails and for planning.
 ( Any e-mails containing confidential information will be transferred only by the school’s secured e-mail account (Egress).  
( It is the responsibility of each account holder to keep the password secure. For the safety and security of users and recipients, all mail is filtered and logged; if necessary email histories can be traced. This should be the account that is used for all school business.
 ( Under no circumstances should staff contact pupils, parents or conduct any school business using personal email addresses. 
( E-mails sent to an external organisation should be written carefully before sending, in the same way as a letter written on school headed paper.
 ( Staff sending emails to external organisations are advised to cc. the Head teacher, line manager or designated account.
 ( The forwarding of chain letters this includes jokes and funny statements is not permitted in school. 
( All e-mail users are expected to adhere to the generally accepted rules of network etiquette (netiquette) particularly in relation to the use of appropriate language and not revealing any personal details about themselves or others in e-mail communication, or arrange to meet anyone without specific permission 
( Staff must inform the head teacher or the member of staff responsible for online safety if they receive an offensive e-mail

· Pupils may not access personal email accounts in school.
Safe Use of Images - Taking of Images and Film:
Digital images are easy to capture, reproduce and publish and, therefore, misused. We must remember that it is not always appropriate to take or store images of any member of the school community or public, without first seeking consent and considering the appropriateness. 
( With the written consent of parents (on behalf of pupils) and staff, the school permits the appropriate taking of images by staff and pupils with school equipment. 
( If photos/videos are to be used online then names of pupils should not be linked to pupils. Staff must be fully aware of the consent form responses from parents when considering use of images. This is updated annually as part of the data collection exercise.
 ( Staff are not permitted to use personal digital equipment, such as mobile phones to record images of pupils, this includes when on field trips. However, with the express permission of the Head teacher, images can be taken by a school camera provided they are transferred immediately and solely to the school’s network and deleted from the staff device.
 ( Pupils are not permitted to use personal digital equipment, including mobile phones and cameras, to record images of the others, this includes when on field trips. 
( Photos taken by the school are subject to the Data Protection Act.
 ( Parents and carers are permitted to take photos/videos of their own children in school events. They are requested not to share photos/videos from school events on social networking sites if other pupils appear in the background. 
( Parents attending school based events will be reminded of their responsibilities in relation to social media verbally and through notices.
 ( Photos for personal use such as those taken by parents/carers are not subject to the Data Protection Act.
Publishing pupil’s images and work:
At the beginning of each academic year all parents/guardians will be asked to give permission to use their child's work/photos in the following ways:
 ( On the school web site
( On the school’s social media accounts-Twitter/Facebook 
( In the school printed publications that the school may produce for promotional purposes
 ( Recorded/ transmitted on a video or webcam 
( In display material that may be used in the school’s communal areas
 ( In display material that may be used in external areas, i.e. exhibition promoting the school 
( General media appearances, e.g. local/ national media/ press releases sent to the press highlighting an activity (sent using traditional methods or electronically) 
· A list of children whose photographs cannot be published online is collated and all staff are aware of who these children are.
This consent form is considered valid for the entire period that the child attends this school unless there is a change in the child’s circumstances where consent could be an issue, e.g. divorce of parents, custody issues, etc. 
Parents/ carers may withdraw permission, in writing, at any time. Pupils’ names will not be published alongside their image and vice versa. E-mail and postal addresses of pupils will not be published. Pupils’ full names will not be published. Before posting student work on the Internet, a check needs to be made to ensure that permission has been given for work to be displayed. 
Data storage:
 ( Only encrypted USB pens are to be used in school
· Portable media, such as memory sticks and CD-ROMs, may not be used without specific permission followed by a virus check.
· The online safety policy is published on the school website. 
Storage of Images

 ( Images/ films of children are stored on the school’s network
 ( Pupils and staff are not permitted to use personal portable media for storage of images (e.g., USB sticks) without the express permission of the Head teacher 
( Rights of access to this material are restricted to the teaching staff and pupils within the confines of the school network. 
( Images are stored on google drives and are deleted when necessary.
Use of Weduc for parent/teacher contact: 

( Teaching staff have access to Weduc, SeeSaw and EYFS Cheek. 
( Communication with parents must be in line with school expectations 
 ( Staff should, where possible, make contact with parents within working hours or use the schedule message option if working at a different, more convenient time (8:00 – 17:00) 

Use of social media:
 ( Teaching and admin staff have access to the school Twitter account but must use it in accordance with the policy. (Social Media Policy)
 ( Images and videos uploaded onto the school’s social media account must not name pupils and should only be of pupils whose parents have given consent. 
( Staff must ensure that social media platforms are used solely for providing information to parents about school events or learning that has taken place. 
( Pupils are not permitted to use social networking sites within school.
 ( We have two Facebook pages – one for the whole school and one for Nursery: Lache Primary School and Little Explorers Nursery; Katy Southworth is responsible for uploading on to Lache Primary School Facebook Page and Lauren Carnell is responsible for uploading on to the Little Explorers Nursery page. 

· Any images uploaded must be subject to two person moderation before being published.

The School Website:
The school web site – http://www.lache.cheshire.sch.uk/ - celebrates pupils’ work and promotes the school. 
· The point of contact on the web site is the school address, school e-mail and telephone number.  Staff or pupils’ personal information is not published.

· The head teacher and Computing Subject Lead take overall editorial responsibility and try to ensure that content is accurate and appropriate. 

· Teachers are responsible for their own class pages on the website.

· Pupil’s first names or pictures can be on the website but not both.
Reporting: 

( All breaches of the online safety policy need to be recorded using CPOMS. The details of the user, date and incident should be reported.
 ( Incidents which may lead to child protection issues need to be passed on to the Designated Safeguarding Lead immediately – it is their responsibility to decide on appropriate action not the class teachers. 
( Incidents that are of a concern under the Prevent duty should be referred to the designated lead immediately who should decide on the necessary actions regarding safeguarding and the Channel Panel. 
( Incidents which are not child protection issues but may require intervention (e.g. cyberbullying) should be reported to the online safety lead, SLT and Designated Safeguarding Lead in the same day.
· Allegations involving staff should be reported to the Head teacher. If the allegation is one of abuse then it should be handled according to the DFE document titled ‘Dealing with allegations of abuse against teachers and other staff’ and the allegations of abuse against staff policy. If necessary, the local authority’s LADO should be informed. 
 ( Evidence of incidents must be preserved and retained whenever possible 
( The curriculum will cover how pupils should report incidents (e.g. Ceop button, trusted adult, ChildLine).
Misuse and Infringements: 

Whenever a student infringes the online Safety Policy, the final decision on the level of sanction will be at the discretion of the school management. 

Inappropriate material:
 ( All users are aware of the procedures for reporting accidental access to inappropriate materials. The breach must be immediately reported to the member of staff responsible for online safety, Head Teacher and the designated safeguarding lead. 
 ( Deliberate access to inappropriate materials by any user will lead to the incident being logged by the online safety lead, depending on the seriousness of the offence; investigation by the Head teacher, in the case of a member of staff the disciplinary policy will be followed. 
Equal Opportunities 

Pupils with additional needs

 The school endeavours to create a consistent message with parents for all pupils and this in turn should aid establishment and future development of the schools’ online safety rules. However, staff are aware that some pupils may require additional teaching including reminders, prompts and further explanation to reinforce their existing knowledge and understanding of online safety issues. Where a pupil has poor social understanding, careful consideration is given to group interactions when raising awareness of online safety. Internet activities are planned and well managed for these children. 

Parental Involvement: 

 ( Parents/ carers are asked to read through and sign acceptable use agreements on behalf of their child on admission to school as included in the home-school agreement.
 ( Parents/ carers are required to make a decision as to whether they consent to images of their child being taken/used in the public domain (e.g., on school website). 

 ( The school disseminates information to parents relating to online safety where appropriate in the form of; 

·  Information and celebration evenings 
·  Posters
·  Website 
· Twitter posts 
· Newsletters/ safeguarding newsletters
· Facebook posts 

· Weduc posts 

Review Procedure: 

 This policy will be reviewed annually and consideration given to the implications for future whole school development planning. 
The policy will be amended if new technologies are adopted or Central Government change the orders or guidance in any way.
This policy has been written in conjunction with the following Policies: 

· Social Media Policy

· Facebook Policy

· Acceptable Use Policy for staff

· Current Legislation
· Allegations of abuse against staff policy

· Staff ICT and electronic devices policy
Appendices:
1. Acceptable use policy for KS1 

2. Acceptable use policy for KS2

3. Parent Agreement for Acceptable Use.
Signed:

Date:

Appendix 1: Acceptable Use Policy for KS1
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Acceptable Use Policy for learners in KS1   
I want to feel safe all the time when using computers.
I agree that I will:

· ask a teacher if I want to use the computers
 ( only open pages which my teacher has said are OK
 ( only work with people I know in real life
 ( tell my teacher if anything makes me feel scared or upset on the internet 
( make sure all messages I send are polite
 ( show my teacher if I get a nasty message
 ( not reply to any nasty message or anything which makes me feel uncomfortable 
( not give my mobile phone number to anyone who is not a friend in real life 
( talk to my teacher before using anything on the internet
 ( not tell people about myself online (I will not tell them my name, anything about my home and family)
 ( not upload photographs of myself without asking a teacher
I know that my teacher can check what I do online and that if I break the rules I might not be allowed to use a computer/iPad.
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Signed ________________________________

‘Live to Learn, Learn to Live’
Appendix 2: Acceptable Use Policy for KS2

Acceptable Use Policy for learners in KS2   

When I am using the computer or other technologies, I want to feel safe all the time. 

I agree that I will:
· Always keep my passwords a secret

( only visit sites which are appropriate for my learning purposes and have been directed by a teacher 

( respect the school network and equipment

 ( show a responsible adult any content that makes me feel unsafe or uncomfortable

 ( keep the computer equipment on a flat surface

 ( follow school rules when using the equipment such as taking turns, passing iPads carefully ( not reply to any nasty message or anything which makes me feel uncomfortable 

( always keep my personal details private. (my name, date of birth, family information, journey to school are all examples of personal details)

 ( always check with a responsible adult before I share images of myself or others

 ( never meet an online friend without taking a responsible adult that I know with me

 ( put equipment back gently and make sure the iPads go on charge

 ( only edit my own work

 ( if taking photographs, always ask others for their permission first (only take photographs if your teacher has allowed it) 
( I will follow our school rules for being ready, respectful and safe online 
( encourage others to follow the rules
I know that my teacher can check what I do online and that if I break the rules I might not be allowed to use a computer/iPad.
Signed ________________________________

‘Live to Learn, Learn to Live’
Appendix 3: Parent Agreement for Acceptable Use.
Acceptable Use Agreement for Parents:

As the parent / carer, I understand that the school has discussed the Acceptable Use Agreement with my son /daughter as part of whole school commitment to online safety both in and out of school.
 I understand that the school will take every reasonable precaution, including monitoring and filtering systems, to ensure that young people will be safe when they use the internet and ICT systems.
 I also understand that the school cannot ultimately be held responsible for the nature and content of materials accessed on the Internet. I understand that my child’s activity on the ICT systems will be monitored and that the school will contact me if they have concerns about any possible breaches of the Acceptable Use Policy.
I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the school if I have concerns over my child’s online safety.  
Name of Pupil _________________________________ 

Class ________________ 

Signed (parent) __________________________________ 

Date ___________________________________ 


‘Live to Learn, Learn to Live’

